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Abstract 

This paper proposes a new formal model and 
semantics for answering queries in a multi- 
level polyinstantiated database. A polyinstan- 
tiated database may contain some contradic- 
t,ory facts distinguished by their classification. 
The main objective of this paper is then to 
provide the user cleared at a given level with 
a consistent and complete view of the multi- 
level database corresponding to his clearance 
level. 

In our model, a multilevel database is sim- 
ply viewed as a set of ordinary single-level 
databases. This model is based on proposi- 
tional logic and each single-level database is 
associated with its logical models, as in the 
model-theoretic approach. It includes the pos- 
sibility to hide some parts of the database 
schema. Finally, it. may be used as a formal 
semantics for multilevel deductive databases. 

An application that has been of particular interest 
since the beginning of work on secure computer sys- 
tems is the implementation of a multilevel database 
management system (DBMS). Intuitively, a given mul- 
tilevel policy assigns a clearance level to subjects and 
a classification level to sentences of the language used 
to represent the database content. Classifications and 
clearances are both taken in a set of security levels. 
For instance, the sensitivity levels Top Secret (TS), 
Secret (S), Confidential (C), and Unclassified (U) may 
be used as security levels. In this case, the set of 
sensitivity levels is associated with a total order, viz. 
U < C < S < TS. However, it is also possible to 
define a more complex set of security levels by com- 
bining a set of sensitivity levels with a set of compart- 
ments. Particular examples of compart8ments may be 
NUCLEAR, MISSILE... In this case, it is generally 
assumed that the security levels are partially ordered 
in a lattice. For instance, (C, {NUCLEAR}) < 
(S,{NUCLEAR,MISSILE}) because C < S and 
{NUCLEAR} c (NUCLEAR, MISSILE} but 
(C, {NUCLEAR}) and (S,{MISSILE}) are not 
comparable. 
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To design a.nd const,ruct a multilevel DBMS, we 
need a formal model. As a matter of fact, several 
security models for multilevel databases have been pro- 
posed in the literature. These models are generally 
based on the Bell-LaPadula. model [BL75]. The Bell- 
LaPadula model imposes the two following require- 
ments: 

No read up Subjects are only permit,ted t,o read sen- 
tences stored in the database whose classification 
is lower or equal to their clearance. 

No write down Subjects are only permitted to write 
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sentences that are greater or equal to their clear- 
ante . 

The “no write down” restriction is necessary to prevent 
a malicious agent (generally called a Trojan horse) 
from passing high classified data to a subject cleared 
at a lower level. 

However, we argue that most of these proposals 
are not completely satisfactory, in particular, if the 
database may be polyinstantiated. In this case, the 
multilevel database‘ may contain some contradictory 
facts distinguished by their classification. Many pro- 
posals exist in the literature to explain the need for 
polyinstantiation in a multilevel database. Our objec- 
tive in this paper is not to investigate all these propos- 
als but, in our view, the best explanation for polyin- 
stantiation is that it may serve as a means to imple- 
ment cover storiesl. 

For example, let us consider the following multi- 
level instance of the relation scheme 
Employee(Name, Salary) where Name is the key: 

Name 1 Salary 1 TC 1 
DuPont 1 10000 1 C ! 
Dupont j 20000 1 S 

The attribute TC represents the classification of the 
entire tuple. Since we assume that Name is the key of 
relation employee, Dupont may have only one salary 
and this relation is polyinstantiated. These contradic- 
tory tuples may be interpreted as follows: salary 20000 
is the actual salary of DuPont. This is secret ,data and 
10000 is a cover story, i.e. a lie provided to confiden- 
tial users to hide the existence of a more secret salary 
20000. 

A problem which arises, in this case, is that the 
secret users are authorized to have a complete view of 
the database. They can observe both the secret data 
and the confidential cover story, the secret data being 
contradicted by the cover story. If the database pro- 
vides the secret users with all these data without expla- 
nation, the secret users would be faced to an inconsis- 
tency. 

In this paper, we propose a mechanism that enables 
the user cleared ,at a given level to be provided with a 
consistent and complete view of the multilevel database 
corresponding to his clearance level. This mechanism 
is based on the merging of the high level view of the 
database with the lower levels. 

The remainder of this paper is organized as follows. 
Section 2 recalls the classical formalization of a non- 
prot.ected database using propositional logic. Section 
3 proposes a logical model for multilevel databases. 

I A cover story is a lie which is provided to lower claw&d 
users to prokct t.he existence of a higher classified dat.a in t.he 
r1at abase 

It also formally defines what is a polyinstantiated 
database. Section 4 investigates how to answer a query 
in a multilevel polyinstantiated database. We actu- 
ally compare three different approaches. The two first 
approaches are not completely satisfactory. The first 
one does not provide the-user with a consistent view of 
the multilevel database. The second one does not pro- 
vide the user with a complete view of the database cor- 
responding to his clearance level. Therefore, we pro- 
pose a third approach which enables these two prob- 
lems to be solved. In section 5, we illustrate, through 
an example, how to use this last approach to provide 
answers to variously classified users. Section 6 is a 
discussion of our model. In section 7, we compare our 
approach with related work and section 8 concludes 
the paper on further work that remains to be done. 

2 Non-protected database 

The aim of this section is to fix a language to specify 
the content of a classical non-protected database. We 
assume that this language is based on propositional 
logic. Notice that, even if apparently a first order lan- 
guage seems to be required, we can actually assimilate 
it to a propositional one because of the domain clo- 
sure assumption, i.e. we assume t,hat there is a finite 
number of objects [Rei83]. In particular, a universally 
quantified formula may be, in this case, translated in 
a finite conjunction of formulae (one formula for each 
object) and an existentially quantified formula is trans- 
lated in a finite disjunction. Therefore, the databases 
we consider here are represented by finite sets of for- 
mulae of a propositional language L. 

Mathematical logic has been used to formalize 
databases, especially relational databases, in two main 
directions usually called the proof-theoretic approach 
and the model-theoretic approach. The former repre- 
sents a database as a logical theory, the latter repre- 
sents a database as an interpretation of a logical the- 
ory. In the remainder of this paper, we adopt the 
model-theoretic approach, i.e. each database is associ- 
ated with its logical models. We shall use the following 
notations: 

l b,,, A is to be read: the interpretation m is a 
model of the propositional formula A. 

l If DB is a set, of propositional formulae, then u is 
a model of DB if and only if w is a model of every 
member of DB. 

l DB’ denot,es t,he set, of all models of t.he set, DB 
of formulae. 

. DB t= ‘4 is an abbrevia.tion for DB’ c {A}*, i.e. 
every model of DB is a model of A. DB b A is 
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to be read: the formula A is a logical consequence 
of the set DB of formulae. 

We shall also assume that each database DB is a 
finite set of propositiona formulae which are satisfi- 
able (consistent), i.e. DB’ # 0, but not necessarily 
complete, i.e. there may exist a formula A such that 
both A and -A are not logical consequences of DB. 

Let us now consider a user who wants to query the 
database DB. In our approach, a query is any formula 
of the language L and the answer to the query Q is 
defined as follows: 

l IIQII = 

l IIQII = 

l IIQII = 
Finally, 

TRUE iff DB + Q 

FALSE iff DB /= -Q 

? iff else 

we shall assume that, there is a set of 
integrity constraints which describe the properties of 
the dat,a stored in the database. The integrity con- 
straints I are represented by a set of propositional 
formulae of L and we shall say that a database DB 
enforced the set of integrity constraints I if and only 
if DB* c I’ i.e. each formula of the set I is a logical 
consequence of the set DB. 

3 Multilevel Database 

We are now interested in dat,abases which enforce the 
multilevel security policy. So, we have a finit.e set 
Level of security levels. We assume t,hat the set, Level 
is a lattice associated with a partial order relation 
denoted <. Therefore, t,he lend upper bound and great- 
est lower bound are defined. For this purpose, we shall 
use two functions lub and glb. If 11 and 12 are two secu- 
rity levels, then lub(ll, 12) and glb(ll, 12) are respec- 
tively the least upper bound a.nd greatrest lower bound 
of 11 and 12. There is also a level which is lower t,han 
all other levels, we denote it J- and a level which is 
higher than all other levels, we denote it T. 

We also assume that the multilevel database is 
viewed as a set of single-level databases. This mea.ns 
that we partition the global multilevel database into 
single-level databases associated with each security 
level. This is formally represented as follows. A multi- 
level database DB is represented by a set of databases 
{ DBi, i E Level}, each DB; being a finite set of propo- 
sitional formulae which are satisfiable but not neces- 
sarily complete. Moreover, each DBi only cont(ains 
formulae whose classifications are equal to i. 

We shall also assume that, t,here is a unique propo- 
sitional language L upon which each database DBi 
is defined, i.e. DBi c L for every i E Level, and 
that there is unique set I of integrity constraints, each 
database DBi enforcing this set I of constraints, i.e. 

DBf s I*. We agree that it may be interesting to 
consider that there is a different language Li and a 
different set of integrity constraints Ii associated with 
each database DBi. We shall not make these assump- 
tions at this stage of the paper but we shall further 
discuss them in section 6. 

Finally, we assume that the global multilevel 
database may be polyinstantiated. This is defined as 
follows: a multilevel databare DB is polyinstantiated 
if and only if there is two security levels i and j such 
that DBY fl DBj* = 0. 

4 Defining consistent views 

A user at a given security level is only permitted to 
observe all the single-level databases which are domi- 
nated by the user’s clearance. Therefore, answering a 
query in a multilevel database depends on the level at 
which this query has been asked. For this purpose, we 
define the answer at level 1 to the query Q as follows: 

l j/&II = TRUE iff View-At-1 b Q 

l ~~Q~~ = FALSE iff View-At-1 b -Q 

l ~~Q~~ = ? iff else 

Intuitively, View&J is the view of the multilevel 
database for users at level 1. So the next question 
is how to define View-At-l ? 

If 1 = I, then it is easy to answer. View-At-l 
is equal to the database DBl, because users cleared 
at level I are only permitted to observe the database 
DBL. However, if 1 is strictly greatet than I, it is 
not so easy to answer. We shall actually investigate 
three different possibilities. The two first possibilities 
are not completely sat,isfactory. We present them here 
because they are quitse similar t,o previous att,empts 
that have been proposed in the literature (see section 
7 for a comparison). 

4.1 Additive approach 

The first approach, we call it the additive approach, 
consists in defining the view at a given level 1 
as the union of all databases dominated by 1, i.e. 
View-At-1 = u DBi. 

iSI 
It is easy t,o show that. t,he set, of models asso- 

ciated with ViewAt- is equal to the int,ersection 
of the sets of models associated with each DBi i.e. 
ViewAt-1’ = n DBf. 

isI 

From a logical point of view, this approach is only 
correct if there is no polyinstantiation. As a matter 
of fact, if the multilevel database is polyinsta.ntiated, 
then t,here exist, two securit)y levels i and j such that 
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DBt rl DBj* = 0. Therefore, for every level k such 
that k 1 lub(i, j), V iewAt-k is an inconsistent the- 
ory. From a logical point of view, this has tragic con- 
sequences because we can actually derive any formula 
from an inconsistent theory. 

Hence, we cannot consider that this approach is cor- 
rect in the context of a polyinstantiated database. 

4.2 Suspicious approach 

The second approach is called the suspicious approach. 
In this case, the view at a given level 1 is’simply equal 
to the database at level 1, i.e. ViewAt- = DB,. 

Since we assume that each DBI is a consistent set of 
formulae, each user is provided with a consistent view 
of the multilevel database. Therefore, this approach is 
correct from a logical point of view. 

However, the multilevel database looks like a set of 
single-level unrelated databases. There is no low data 
which are believed at a high security level. Our point 
of view is that we cannot consider that this is really 
a multilevel approach. It is rather a “system high” 
approach in which users cleared at a high security level 
have only access to high classified data. 

4.3 Trusted approach 

Faced to these difficulties, we propose a third approach 
called the trusted approach. We first notice that data 
stored in each single-level database generally corre- 
spond to a partial view of the universe by users at 
the corresponding security level. This is because we 
assumed that each single-level database DBl only con- 
tains data classified at level 1. 

Therefore, in the trusted approach, the view at 
a given level 1 is obtained by merging the single- 
level database at level 1 with all the lower single-level 
databases. Intuitively, if a database at level 1k-r is 
consistent with a database at level lk, then DBl,-, 
can completely flow to level lk (as in the additive 
approach). On the other hand, if DBl,-, contradicts 
DBt, , then the trusted approach retrieves the largest 
subset of DBI,..~ which is consistent with DBl, . This 
subset can then flow to level lk. 

To formally represent this mechanism, we shall take 
our inspiration in the work of Katsuno and Mendelson 
[KM@]. Notice that, in this section,.we assume that 
the set Level is a set of p levels associated with a total 
order, i.e. Level = {11,12, . . . . lP} with 11 5 12 2 . . . 5 lP. 
The case of a partial order relation will be discussed 
in section 6. We then recall some definitions: 

l Let L be a propositional language whose propo- 
sitional variables& equal to P = {pr,pz, . . ..p.~}. 
Let ml and ms be two interpretations of L. We 
define the distance between ml and m2 as follows: 

Oh I m2> = {P co: :iEm, P and h, 1~) 
ml 1~ and h, P)I 

l Let .rn be an interpretation. We define a partial 
order relation -& on t,he set of interpretations as 
follows: 

ml -& m2 - d(m.; rn,l) E d(m, m2) 

l Finally, let Ml and A42 be two sets of interpre- 
tations. We define the fusion of Afi with M2, 
denoted Ml D M2, as follows: 

MI D M2 = u Min(A&,-&) 
mEM1 

Intuitively, Ml D Ms is the subset of interpreta- 
tions of Ml which are the closest from the inter- 
pretations of M2 according t,o the part.ial order 
relat,ion &. 

Using these definitions, the set of models of 
ViewAtdk is recursively defined as follows: 

l (ViewAtJl)” = DB;l 

0 (VieWAtdk)’ = DB;& D (view-At-lk-1)” 

We can then prove the following theorems, for every 
1 E Level: 

l DB; # 0 4 (View-At-l)’ # 8 

l (ViewAt_l)* G DBF 

The first theorem says that if DBl is a consistent 
set of formulae, then View-At-1 is also a consistent 
set of formulae. Since we assumed that each DBl is a 
consistent set of formulae, this ensures that each user 
is provided with a consistent view of the multilevel 
database. 

The second theorem says that the models of 
ViewAt- are included in the models of DBl. This 
implies that if A is a logical consequence of DBl then 
A is also a logical consequence of View4tl. 

5 Example 

This section proposes an example to illustrate the 
trusted approach. To describe this example, we use 
the concepts introduced in the Entity-Relationship 
model. This does not mean that our approach is 
restricted to this model. It may apply to the relational 
model as well. However, we prefer to use the Entity- 
Relationship model because several features are easier 
to explain using this model. Notice also that, for the 
sake of simplicity, our example is presented using a 
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predicate-like notation but, as noticed in section 2, a 
propositional language would be actually sufficient. 

In our logical approach, we first need a set of con- 
stants and a set of unary predicates to respectively 
identify the entities and to represent the class of an 
entity. For instance, the data “the entity whose iden- 
tifier is 01 is an instance of the class Employee” is 
represented in our logical theory by the following fact: 

l Ev(o1) 

The data related to an entity are represented by a set 
of attributes. Hence, the set of constants must include 
a set of attribute values and the set of predicat,es must 
include a set of attribute predicates. For instance, we 
shall assume that an employee is associated with three 
attributes Name, Age and Job. Therefore, to repre- 
sent an employee in our logic, we shall use three pred- 
icates: Name(z, y), Age(z, y) and Job(x, y). 

This language is sufficient for the purpose of our 
example. We refer to [CD891 for a more detailed pre- 
sentation which includes the concept of relat.ions, com- 
plex entity values and inheritance. It is somewhat 
st,raight,forward t,o specify all these concepts in logic. 

In our example, we also consider a set I of three 
integrity constraints: 

. 

The 

VX\JYlVY2, 

Name(x, ~1) A Name(x, YZ) -+ YI = y2 

VXVYlVY2, 

&4x, ~1) A Age(x, ~2) - ~1 =’ YZ 

Job(xc, ~1) A Job(x, YZ) A Job(x, ~3) 

-) Yl = Y2 v Yl = y3 

two first constraints say that the Name and Age 
of any entity are unique. The third constraint says 
that any entity cannot have more than two different 
jobs. 

Finally, we use this language to represent our exam- 
ple of multilevel database (see figure 1). We assume 
in this example that there are only two security lev- 
els: U = I (Unclassified) and S = T (Secret). 
This multilevel database is polyinstantiated. First, 
because the employee 01 has two different ages, one 
unclassified and one secret. This is inconsistent with 
the second integrity constraint. Second, because the 
employee o1 has three different jobs, two unclassified 
and one secret. This is inconsistent with the third 
integrity constraint. Let us also add, in the unclassi- 
fied database, the following completion axiom for the 
predicate Emp [Rei83]: 

0 Vx,Emp(x)-+x=ol 

By combining this axiom with the three above 
integrity constraints, we can derive t,hat there is only 
one model of DBu. If we only ment,ion the proposi- 
tions whose valuations are equal to true, t,his is repre- 
sented as follows: 

l DB; = {[Emp(ol), Name(ol, Dupont), 
Age(ol, 30), Job(ol, Professor), 
Job(ol, Engineer)]) 

As we have ViewAt-U* = DB;, this also represents 
the view of the multilevel database at t.he unclassified 
level. On the other hand, there are many models for 
DBs. However, if we evalua,te DBZ D DB;, then 
we only obtain the two following interpret,ations for 
ViewAtS: 

l View-At-S’ = {[Emp(ol), Name(ol, DuPont), 
Age(ol, 35), Job(ol, Engineer), 
Job(ol, Secret Agent)] 

[Em.p(ol), Name(ol, DuPont), 
Age(ol, 35), Job(ol, Professor), 
Job(ol, Secret Aged)]} 

The fact that we obtain t,wo different. models for 
View-At-S means that ViewAtS is incomplete (see 
figure 2). Secret-Agent is st,ored in ViewAt 
because this is a secret job. On the other hand, 
both Professor and Engineer cannot be stored in 
View-At-S beca,use 01 cannot have three jobs. In this 
case, the trusted attitude does not choose and a dis- 
junctive fact Job(ol, Professor) V Job(ol, Engineer) 
is generated. 

Therefore, if a secret user queries the dat,abase to 
know whether DuPont is a professor, then the database 
will answer MAYBE if the trusted approach is used. 
We argue that this is a bett,er choice than to answer 
YES as in the additive approach, or NO as in the sus- 
picious approach (if the closed world assumption is 
done). 

However, if disjunctive facts are to be avoided (for 
instance, because it is an implementation require- 
ment), then the only way to proceed is to explicitly 
complete DBs by inserting a positive fact, for instance 
Job(ol, Professor) or a negative fact, for instance 
-+Job(ol, Engineer) (if the dat,abase provides means 
to manage negative data). 

6 Discussion 

6.1 Axiomatics 

11~ the previous sections, we followed a model-theoretic 
approach and we propose a formal semantics for mul- 
tilevel data.bases. In the present, section, we address 
the problem of defining an axiomatics for the proof- 
theoretic approach. Actually, we have no complete 
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~~~~~~~ 

DBs DBv 

Figure 1: Unclassified and secret databases 

Ew(o1) Env(o1) 

Name(ol, Du.pont) Name(o~, DuPont) 
Age(ol, 35) 4 Age(ol, 30) 

Job(ol, Agent-Secret) Job(ol, Professor) 
Job(ol, Professor) V Job(ol, Engine Job(ol, Engineer) 

View-At-S Vieu7Ad-U 

Figure 2: Unclassified and secret views of the multilevel da.tabase 

axiomatics to propose. As a mat.ter of fa.ct, it, is triv- in which a.11 variables are assumed to be universally 
ial to prove that the following rule is sound for every quantified. Proving this conjecture represents future 
1 E Level: work that, remains to be done. 

DB,tA 
’ View-At-&A 6.2 Schema protection 

i.e. if A is derivable from DB, t,hen A is also derivable 
from ViewAt-1. 

However, it is much more difficult, t,o derive which 
dat,a st,ored in a lower classified dataabase can flow in 
a higher classified view. For inst.ance, we may think 
that the following rule is sound: 

View-At-lk_ltA 
0 

D BI, Y’A 
View-At-lrtA 

In section 3, we assumed that t,here is a single proposi- 
tional language which is common to every single-level 
database DBi, i E Level. This implicitly means that 
we assumed that the schema of t,he multilevel database 
is classified at, level 1. This is an unnecessary restric- 
tion which can easily be removed. We have simply to 
consider that, each single-level dat,aha.se DBi is associ- 
ated with its own language Li. 

i.e. if A is derivable from View-At-/k-l a.nd if 
7A is not derivable from DBl, then A should 
be deriva.ble from Viewiltdk. However, t.his rule 
is not sound. The example of sect,ion 5 pro- 
vides a counter example. We have View-At-U f 
Job(ol, Professor) and DBs y -dob(ol, Professor). 
So, by applying the above rule we could derive t,hat 
View-At-S I- Job(ol, Professor). Similarly, we 
have View4t-U t Job(ol, En.gin.eer) and DBs If 
-dob(ol, Engineer), so we could also derive that 
View-At-S t Job(ol, Engineer). On the other 
hand, by applying the first rule, we can derive 
View-At-S t Job(ol, SecretAgent). Therefore, 
View-At-S is inconsist,ent since 01 has now three dif- 
ferent jobs Professor, Engineer and Secret Agent. 

Let us also consider that we part.it,ion the set of 
proposit.ional va.riables into subset,s associated with a 
securit#y level, i.e. each single-level dat,abase DBi is 
associated wit,h a set, Pi = { pi1 , pi,, . . . . pi,} of propo- 
sitional variables. In t,his case, Li can be defined 
by using the addit,ive approach, i.e. Li is a. proposi- 
tional language whose propositional variables is equal 
to UPI. 

l<i 

However, we guess tha.t our second rule would be 
sound if we syntactically restrict the type of clauses to 
be stored in the database. In particula.r, we conjecture 
that this rule is sound if we only deal with definite 
clause, i.e. clauses of the form Al A . . . A A, - B 

Intuitively, p E ‘Pi means t,hat, p is a proposition 
classified at level i. This enables some part of the 
database schema to be protected. For instance, in 
the example of section 5, we can associate the class 
Employee with a.n additional a.ttribut,e Religion. Let 
us consider that every at.omic formula having the form 
Religion(o, r) are in Ps but not in Plr. This means 
that not only the fact that an employee o has a given 
religion r is classified at secret, but even the fact that 
the multilevel database manages this kind of data is 
+ssified at secret. 

Notice that the definition of View-Ai- must be 
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slightly modified. We first, need to use t,he following 
notation: 

l If DB is a set of formulae of language L then 
(DB*)L represents the set of models of DB in 
language L. 

DBi is a subset of formulae of language Li. However, 
from t,he above definitions, it is also a subset of for- 
mulae of language Lj if j 2 i. Therefore, using this 
nota.tion, the set of models of View-At-lk is recursively 
defined as follows: 

0 (ViewAt-l;)~,k = (DBykh,. D (View--42J;-,)L,* 

However, in the remainder of this paper, we shall omit 
to precise the language of definition when no confusion 
is possible. 

6.3 Integrity constraints 

In section 3, we also a.ssumed t,hat, t,here is a single 
set, of int,egrit,y const,ra.int.s which is common t,o every 
single-level database DBi, i E Level. This means that 
we assumed that the integrity constraints are classified 
at level 1. To remove this restriction, We have to 
consider that we partition the global set of int,egrity 
constraints into subsets 1i associated with each single- 
level database DBi. 

For instance, let us assume that the following 
integrity const,ra.int il is st.ored at, t,he unclassified level: 

l Vz,Vy, Emp(r) A Age(z, y) + y 5 65 

i.e. an employee must stop working after 65 years. 
On the other hand, let us a.ssume that there are 

employees who may continue working until 70 years 
but this data must be kept. secret. Therefore, we can 
state the following integrit,y const,raint i2 at the secret 
level: 

l Vx, VY, Ev(x) A .44x, Y) - Y 2 70 

As two different sets of integrity constra.ints 1i and 
Ij may be conflicting, i.e. I,? n 13f = 8, we might sug- 
gest using the trusted approach to derive the set of 
integrity constraints Infegrity_Af_lk which apply to 
the security level lk: 

0 (IntegrityAtJl)” = I;, 

However, this definition has the following drawback. 
In the above example, i2 is “weaker” than il in the 
sense that {iI}* C {i2}*. Therefore, when evaluating 
Integrity&S, the unclassified const,raint il flows to 
the secret level a.nd overrides t#he secret constraint i2. 

This is likely an undesirable effect, because it would 
no longer be possible to insert at the secret level an 
employee whose age is greater than 65. Solving this 
problem also represent,s future work t,hat, remains to 
be done. 

6.4 Case of a partid order 

Finally, in se&on 4, we assumed t.hat# Level is asso- 
ciated with a total order. Let us now investigate the 
case of a partial order. In this case, it is more difficult 
to define what is t,he actual complete view at a given 
level. 

For instance, let us consider four security levels U, 
Cl, C2 and S with U 5 Cl 5 S and U 5 C2 < S. Cl 
and C2 are not compa.rable. Let’ us now assume that 
Age(ol, 30) is stored in database DBc,, Age(ol, 35) is 
stored in DBc, and there is not’ explicit age stored 
in DBs. In this case, how t,o derive View4tS? A 
possible solution would be to evaluate I’iew-At-S as 
follows: 

l View-A-S* = OS,; D (DQ1 w DBc2) b DB; 

with (DB& w DB;.2) defined by: 

. (DB& w DB;J = (DB;, b DB;J U (DB& b 

DB;I, ) 

i.e. DBc, and DBcZ are merged by solving the 
possible conflicts but wit.hout. specifying a preference 
in case of conflict. In t.his case, the disjunctive 
fact, ilge(ol, 30) V Age(ol, 35) would he generated in 
View-At-S. 

Another more ela.borat.ed solution proposed in 
[CC951 would be to use the concept of topic (see 
[CD89]) to d .t e ermine which age is to be preferred. 
However, due t,o space limitat,ion, we cannot develop 
this approach in the present paper. 

7 Comparison with related work 

In this section, we consider the concept,s t.hat have 
been proposed in other multilevel dat,abase models, 
mainly in the context of rela.tional dat,abases, and 
make observat,ions and comparisons with our own. 

7.1 The Seaview Model 

The Seaview model [DLS+87, DLS+88] is a joint 
project between SRI International and Gemini Com- 
puters to product a multilevel relational database. 
This project, uses at#tribut,e level securit#y, i.e. each non- 
protected relat,ion R(A1, . , A,) becomes a. mult,ilevel 
relation: 

R(A1, Cl, AZ, C2, . . . . A,, C,, TC) 
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where each Ai is a data attribute over a domain Di, 
each Ci is a classification attribute for Ai and TC is the 
class attribute. A relation instance is a set of tuples, 
each of the form: 

where each ai E Di, ci E Level and tc = 
lUb(Cl, c2, . . . . c,). At first sight, it does not seem possi- 
ble to represent, in this case, a multilevel database by a 
collection of single-level databases, as was suggested in 
section 3. However, in Seaview, each multilevel rela- 
tion are decomposed into a collection of single-level 
relations: 

l R~(AK, CK) where AK are the key attributes of 
the non-protected database R and CK the key 
classifications2. 

l R~(AK, CK, Ai, Ci) for each non-key attribute Ai. 

Each of these relations is then stored into single-level 
databases. This is fully compatible with the model 
proposed in section 3. In Seaview, there is also a recov- 
ery algorithm which provides a user cleared at a given 
level with a view of the database at the correspond- 
ing security level. The cent,ral idea of this recovery 
algorithm is close to the additive approach. 

On the other hand, Seaview allows the multilevel 
database to be polyinstantiated. Therefore, as was 
told in section 4, the user is provided with a view which 
is globally inconsistent. We guess this may lead to 
undesirable consequences. 

However, the reader may believe that problems 
are avoided if the user sees the classification of the 
retrieved facts. This is not always true, especially in 
the case of a conjunctive query. For instance, let us 
consider a secret user who asks the following query to 
the database of section 5: 

l Q = Age(ol ,30) A Job(ol, Secret-Agent) 

Using the additive approach, the answer to this query 
is True and the mult,ilevel database can specify t#hat 
this answer is secret since Job(ol, Secret-Agent) is 
stored in the secret database. In this case, this user 
will believe that the age of 01 is 30 without being aware 
that Age(ol, 30) is an unclassified fact. 

So, if this user asks another query, now replacing 30 
by 35: 

l Q = Age(ol, 35) A Job(ol, Secret-Agent) 

he will also obtain True as a secret answer a.nd he will 
now implicitly assume that the age of 01 is 35. So, 
the additive approach has the bad effect that this user 
may believe that the database is inconsistent. 

21n Seaview, the key attributes are constrained to be uni- 
formly classified 

7.2 The Jajodia-Sandhu model 

The Jajodia-Sandhu model [SJ92] is quite similar to 
the Seaview model. However, the polyinstant,iation 
problem is more accurately investigated. As was first 
suggested by Lunt in [LunSl], Jajodia and Sandhu pro- 
pose to distinguish between two types of polyinstan- 
tiation: entity polyinstantiation and element polyin- 
stantiation. 

7.2.1 Entity polyinstantiation 

Entity polyinstantiation may occur when a relation 
contains multiple tuples with the same apparent pri- 
mary key values, but having different classification for 
this apparent primary key. For instance: 

Employee 1 Name Age TC 

01 U DuPont U 30 U U 
01 S Martin s 35 s s 

A possible int,erpret,ation, suggested by [LunSl], would 
be to consider there are actually two distinct entities in 
the esternal world respectively identified by the pairs 
(01, U) and (01, S). II owever, this would be against 
the philosophy of the Entity-Relationship model where 
the identifier is usually used to uniquely identify a real 
world entit,y. Therefore, we guess that it is generally 
better to prevent entity polyinstantiation. [SJ92] sug- 
gest that there are several techniques for eliminating 
ent,ity polyinst,ant,iat,ion. One possibility is to parti- 
tion the domain of the entity identifiers. For instance, 
one can specify tha.t the symbols beginning with “S-” 
are secret symbol. In this case, the multilevel database 
can reject any attempt by an unclassified user to insert 
an entity whose name begins with “S-“. This enables 
entity polyinstantiation to be prevented. 

7.2.2 Element polyinstantiation 

Element polyinstantiation occurs when a relation con- 
tains two or more tuples with identical apparent pri- 
mary keys and associated key classification, but having 
different values for one or more remaining attributes. 
For instance: 

Employee Name Age TC 

01 U DuPont U 30 U U 
01 U DuDont U 35 S S 

A possible interpretation of element polyinstantiation 
is the following. The age 30 may be viewed as a cover 
story, i.e a lie provided to unclassified users to hide the 
existence of the more secret age 35. 

Element polyinstantiation is a special case of 
polyinstantiation as defined in section 3. However, our 
definit,ion is more general since it, enables to consider 
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that the attribute Job is polyinstantiated in the exam- 
ple of section 5 whereas it does not correspond to an 
element polyinstantiation. 

7.3 The Smith-Winslett model 

The formal model proposed by Smith and Winslett 
[SW921 is quite similar to our own. Under their seman- 
tics, the interpretation of a multilevel database is a set 
of ordinary relational databases. Smith and Winslett 
also investigate how to query a multilevel database. 
Our suspicious approach is actually directly derived 
from their approach. A user cleared at a given level 
only believes in the data stored in the single-level 
database corresponding to his clearance and does not 
believe in data stored in lower classified databases. 
From a logical point of view, this assumption is cor- 
rect but too restrictive to be considered a multilevel 
approach. 

7.4 The Spalka model 

Spalka [Spa941 1 a so proposed a model for multi- 
level databases based on mathematical logic. In his 
approach, a multilevel database is represented by a 
single theory. A user cleared at a given security level 
is then provided with a part.ial view of this global 
theory compatible with his cleara.nce. This view also 
depends on which formal definition of confidentizdity is 
chosen. Spalka investigates four different possibilities 
which correspond to the informal answer Maybe, No, 
Don’t know and Don’t understand. These four defini- 
tions capture the various degrees of implicit informa- 
tion a user may obtain on a secret. 

[Spa941 is an interesting proposal. However, we 
guess that it is a conceptual simplification to repre- 
sent a multilevel database as a set of single-level the- 
ories instead of a single multilevel theory. In particu- 
lar, we guess that a single multilevel theory would be 
more difficult to manage and to-update without using 
a centralized authority which controls every update. 
Moreover, in Spalka’s approach, there are no polyin- 
stantiated facts stored in the multilevel database. This 
is an indirect consequence of the fact that Spalka 
considers only_one global theory because this global 
theory would de inconsist(ent if it cont,ained polyin- 
stantiated facts. Therefore, if the chosen definition 
of confidentiality requires to provide the user with a 
cover story, then a possible solution would be that the 
database management system automatically generates 
this cover story. However, we guess that this objec- 
tive would be difficult to achieve.because a cover story 
generally requires a large amount of knowledge to be 
properly generated. 

7.5 The Thuraisingham model 

There also exists some connection between our 
approach and the Nonmonotonic Typed Multilevel 
Logic (NTML) d eveloped by Thuraisingham [Thugl]. 
However, we prefer representing each single-level 
database as a set of models instead of as a. theory. This 
is because, in many specific situations it would not be 
clear how to derive a consistent view using NTML. 
These situations include the case of a partial ordering 
of t,he security levels but, are not, rest,rict,ed t,o t,his case. 
In particular, NTML is faced to the same problem as 
the one mentioned in section 6.1. For instance if P 
and Q are facts at the unclassified level and -(PA Q) 
a new fact at the secret level, it is not clear how to 
avoid a contradiction at the secret level using NTML. 
This problem was first noticed in. [GLQSSS]. 

7.6 The MultiView model 

The MultiView model [BCCDS, BCC94] is a. model 
for multilevel object oriented databases. MultiView 
also represent,s a Multilevel dat,abase as a collection 
of single-level dat,abases but each single-level database 
represent,s a complete view of the universe at, the cor- 
responding security level. For this purpose, Multi- 
View suggests using dynamic links between each single 
level (see figure 3). In this figure, (01, V) and (01, S) 
respectively represents the view at the unclassified and 
secret level of a unique object 01. The value of the 
attribute Nam,e in the secret view (01, S) is equal to 
(01, U).Name which stands for a dynamic link to the 
name value of (01, U). Intuitively, this dynamic link 
avoids replica.tion of the same informa.tion at several 
security levels and makes automat,ic the propa.gation 
of a low level update to the higher levels. 

Using the notations of our paper, MultiView 
dynamically mana.ges, for each 1 E Level, a database 
corresponding to View-At-l instead of DBl. There- 
fore, MultiView may provide a concrete implementa- 
tion of the model describes in this paper in the special 
case of a database restricted to be a set of at.omic facts. 

8 Conclusion 

When using polyinstantiation in a multilevel database, 
several problems are to be solved. This paper aims 
to solve one of these problems, namely how to pro- 
vide the user with a consistent view of t,he multi- 
level database. We have proposed a formal model and 
semantics foi answering multilevel queries in this case. 
This model includes the possibility to hide some parts 
of the database schema and to deal with rules in the 
database. Therefore, it may also be used as a formal 
semantics for mult,ilevel deductive databases. 

There are several issues to this work. In section 6, 
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Figure 3: Example of MultiView database 

we have already mentioned that a complete axiomatics 
for this model is to be investigated. Moreover, even 
though section 7.6 suggests some preliminary ideas, 
the general problem of how to efficiently answer queries 
within the proposed model is not addressed in this 
paper. How to deal with mult,ilevel integrit#y con- 
straints also requires further investigations. Another 
refinement would be to include the case where we do 
not need polyinstantiation, i.e. we do not want to hide 
the exist,ence of a secret event. For t,his purpose, we 
can use the special symbol Restricted introduced in 
[SJ91]. Intuitively, an attribute assigned to Restricted 
means that the value exists but is higher classified. 
We do not feel that it would generate any problem 
because, in this case, the high view is not cont,radict,ed 
by the lower view. 

Our approach is designed to provide the high level 
user with some parts of the low level database which 
are not in contradiction with the high level database. 
It would also be interesting to extend this approach so 
that it would be possible for the high level user t,o know 
if the lower users are believing some cover stories. As 
our approach is designed to recognize if a given da.ta is 
a cover story, we guess that it would probably be easy 
to include this extension in our model. 

Another problem not addressed in this paper is how 
to properly update a mult,ilevel dat,abase. This prob- 
lem has already been discussed before, for instance by 
Smith and Winslett [SW921 or by Sandhu and Jajodia 
[JSSBO]. However, a problem generally not addressed 
is how to propagate a low level update to higher lev- 
els. For instance, [SW921 assumes that an upda.te per- 
formed by a user at a given level can only alter data in 
the interpretation at the subject’s own level. This is 
clearly t,he simplest, solut,ion. However, let, us assume 
that a low level cover story is updated. Have we to con- 
sider that the new data stands for a new cover story 
(in which case no propagation is t,o be done) or as the 
new reality (in which case higher data is also to be 
updated)? We guess that further work are necessary 
t,o provide a clear answer to this questsion. 
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