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ABSTRACT
Coin mixing methods are widely used to enhance anonymity in
cryptocurrency transactions by obfuscating the linkages between
recipients and senders. Specifically, coin mixing methods combine
several users’ transactions into a CoinJoin transaction and decom-
pose the original transactions’ outputs into a set of decomposed
outputs with similar amounts. However, existing methods have two
shortcomings. Firstly, CoinJoin transactions lack anonymity guaran-
tees. Secondly, the number of decomposed outputs is not minimized.
To tackle these two shortcomings, we develop a platform named
CMixing for mixing transactions with anonymity guarantees and
minimal fees. For a CoinJoin transaction obtained by CMixing, the
probability of adversaries correctly guessing the original output of a
decomposed output does not exceed 𝑐 , where 𝑐 is a privacy require-
ment. Thus, the first shortcoming is solved. Additionally, CMixing
uses an approximation algorithm to decompose original outputs,
which approximately minimizes the number of decomposed out-
puts. Thus, the second shortcoming is solved. Our demonstration
will showcase how users can use CMixing to make CoinJoin trans-
actions. We will also show the fees saved and the level of anonymity
achieved using our algorithm.
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1 INTRODUCTION
Blockchains have gained significant attention from both academic [4,
6] and industry [7] due to their remarkable properties, such as
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(a) A Mixing Solution Obtained by the Existing Methods

(b) A Better Mixing Solution

Figure 1: Examples of Using a Coin Mixing Method.

transparency. However, transparency is a double-edged sword, as
it also brings privacy concerns [4]. Coin mixing, as a promising
privacy protection technique [6], is widely adopted in blockchain
systems [2] to enhance anonymity in transactions. The monthly
usage of coin mixing methods is worth at least $214.65 M USD [5].

Specifically, coin mixing methods combine multiple users’ trans-
actions into a CoinJoin transaction, obscuring linkages between
inputs and outputs to provide anonymity. Since the outputs of dif-
ferent transactions have varying amounts, for anonymity, these
transaction outputs are decomposed into multiple outputs within
CoinJoin transactions. We refer to the outputs in the CoinJoin
transactions as decomposed outputs and the outputs in the original
transactions as original outputs. The existing coin mixing methods
decompose original outputs into decomposed outputs with decimal
denominations (e.g., 1, 10) [1]. The receiver of each decomposed
output is a different pseudonym. Thus, adversaries cannot infer the
linkages between original outputs and decomposed outputs. In Fig-
ure 1(a), 𝑡𝑥1 and 𝑡𝑥2 are combined into a CoinJoin transaction 𝑡𝑥3.
The output of 𝑡𝑥1 is decomposed into one 10-amount output and
two 1-amount outputs. Adversaries cannot accurately distinguish
whether 𝑜𝑢𝑡3,2 is decomposed from 𝑜𝑢𝑡1,1 or 𝑜𝑢𝑡2,1.

However, there are two shortcomings associated with existing
coin mixing methods. First, existing methods fail to ensure the
anonymity of the mixing results. For example, in Figure 1(a), adver-
saries can determine that 𝑜𝑢𝑡3,1 is decomposed from 𝑜𝑢𝑡1,1, since
the amount of 𝑜𝑢𝑡3,1 is larger than the amount of 𝑜𝑢𝑡2,1. Second,
existing methods do not effectively minimize the number of outputs
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Figure 2: Workflow.

in CoinJoin transactions, resulting in higher transaction fees. For
example, there are 11 decomposed outputs in Figure 1(a). Figure 1(b)
presents a better mixing solution with only 5 decomposed outputs.
Since the transaction fees are proportional to the number of outputs,
𝑡𝑥3 has higher transaction fees than 𝑡𝑥4.

It is challenging to solve these two shortcomings. The transac-
tion data on the blockchain is transparent. Attackers can utilize the
transaction data on the blockchain for analysis. Furthermore, attack-
ers may have access to some additional background information [3]
(e.g., the original outputs of some decomposed outputs). The back-
ground information of attackers are unknown and dynamic. There-
fore, it is difficult to design a privacy protection mechanism with
an anonymity theoretical guarantee to address the first shortcom-
ing. Additionally, generating a CoinJoin transaction with minimal
cost has been proven to be NP-hard [3]. Thus, it is challenging to
design an approximate algorithm to quickly obtain a close-optimal
CoinJoin transaction to address the second shortcoming.

To address these two shortcomings, we propose a novel platform
named CMixing for mixing transactions with anonymity guaran-
tees and minimal fees. CMixing decomposes original outputs by
a 𝑐-decomposition, which is defined in our prior work [3]. In a
𝑐-decomposition, the percentage of 𝑥-amount decomposed outputs,
originating from the same original output, does not exceed 𝑐 . In
our prior work [3], we theoretically prove the lower bound of the
anonymity of a 𝑐-decomposition. Thus, the first shortcoming is
solved. Additionally, CMixing uses an advanced approximation al-
gorithm named Boggart, which was developed in our prior work [3],
to obtain a 𝑐-decomposition. The number of decomposed outputs in
the 𝑐-decomposition derived from Boggart is no more than ( 2𝑐 + 3)
times the minimum number of decomposed outputs in the optimal
solution. Thus, the second shortcoming is solved. In summary,
our work contributes in two aspects:
• The system provides people with a platform to mix transactions

on the blockchain with anonymity guarantees and minimal fees;
• The system is equipped with an advanced approximation algo-

rithm named Boggart, proposed in our prior work [3]. Boggart
efficiently makes a mixing solution with a close-optimal cost.
The rest of this paper is organized as follows. § 2 introduce the

background. § 3 presents an overview of CMixing. § 4 demonstrates
three scenarios for using CMixing. § 5 concludes our paper.

2 BACKGROUND
CoinMixing. Suppose𝑂𝑂 = {𝑜𝑜1, 𝑜𝑜2, · · · , 𝑜𝑜𝑛} is a set of original
outputs, and 𝐷𝑂 = {𝑑𝑜1, 𝑑𝑜2, · · · , 𝑑𝑜𝑚} is a set of decomposed
outputs from 𝑂𝑂 . Suppose 𝑜𝑟𝑖 is the pseudonym that will receive
the money in 𝑜𝑜𝑖 , 𝑑𝑣𝑖 is the amount of 𝑑𝑜𝑖 , 𝑠𝑑𝑖 is the original output
that 𝑑𝑜𝑖 comes from, and 𝑑𝑟𝑖 is the pseudonym that will receive the
money in 𝑑𝑜𝑖 . Since the pseudonyms of decomposed outputs are
different from the pseudonyms of original outputs, even if attackers
know the set of original outputs and their receivers’ pseudonyms,
attackers cannot know the receivers of decomposed outputs.

Figure 3: A Running Example of Boggart.

De-anonymization attacks. Attackers can analyze the amount
of decomposed outputs to determine which original output the
decomposed outputs come from, thereby identifying the receiver of
these decomposed outputs and compromising the anonymity of a
CoinJoin transaction. As shown in Figure 1(a), attackers know 𝑜𝑢𝑡3,1
is decomposed from 𝑜𝑢𝑡1,1. Then, the receiver of 𝑜𝑢𝑡3,1 must be the
receiver of 𝑜𝑢𝑡1,1. Thus, the anonymity of 𝑡𝑥3 is compromised.
𝑐-decomposition. In a 𝑐-decomposition [3], the percentage of de-
composed outputs with an amount of 𝑥 , originating from the same
original output, does not exceed 𝑐 out of all decomposed outputs
with an amount of 𝑥 , i.e., ∀𝑑𝑜𝑖 ∈ 𝐷𝑂 , | {𝑑𝑜 𝑗 |𝑑𝑣𝑗=𝑑𝑣𝑖 ,𝑠𝑑 𝑗=𝑠𝑑𝑖 } |

| {𝑑𝑜 𝑗 |𝑑𝑣𝑗=𝑑𝑣𝑖 } | ≤ 𝑐 .
For example, Figure 1(a) shows a 1-decomposition, since there is
only one decomposed output with an amount of 10. In Figure 1(b),
the decomposed outputs with an amount of 4 from 𝑜𝑢𝑡1,1 consti-
tute 60% of all decomposed outputs with an amount of 4. Thus,
Figure 1(b) shows a 3

5 -decomposition. In our prior work [3], we the-
oretically prove that the probability of attackers correctly guessing
the original output of a decomposed output does not exceed 𝑐 .

3 SYSTEM OVERVIEW
3.1 Workflow
In our system, there are two roles: (1) Traders request CoinJoin
transactions for anonymity and low costs; (2) Coordinators group
traders’ requests and create CoinJoin transaction plans for each
group. Coordinators charge coordination fees based on a commis-
sion rate multiplied by the transaction amount [2]. Coordinators
may use their own tokens to help traders to make CoinJoin trans-
actions [3]. For instance, when traders’ transactions are insuffi-
cient to create a CoinJoin transaction that meets the anonymity
requirements, coordinators will supplement compensatory outputs,
transferring tokens from one of their accounts to another.

Figure 2 shows the workflow of CMixing: (1)Activate coordina-
tion services. The coin mixing service is initiated by a coordinator,
who sets the commission rate and the coordination algorithm to as-
sist traders in generating CoinJoin transaction plans. Additionally,
the coordinator sets a budget for their own funds allocated to the
CoinJoin transaction plans. (2) Send requests. A trader fills out a
request detailing the amount of an original output and specifying
the privacy requirement 𝑐 , then selects an active coordinator to
send the request to. (3)Make CoinJoin transaction plans. The
coordinator organizes the requests into groups and uses the se-
lected coordination algorithm to create a CoinJoin transaction plan
for each group. If the coordinator’s funds needed for a CoinJoin
transaction plan exceed their budget, the coordinator informs the
traders of a failed coordination; otherwise, the coordinator noti-
fies the traders about the generated CoinJoin transaction plan. (4)
Generate Outputs. Each trader generates the decomposed outputs
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Figure 4: The Coordinator Interface.

according to the CoinJoin transaction plan. Then, each trader sub-
mits the outputs and the UTXO will be used in the transaction to
the coordinator. (5) Assemble CoinJoin transactions. The coor-
dinator puts together the received UTXOs and decomposed outputs
from the same CoinJoin transaction plan to create a CoinJoin trans-
action. Then, the coordinator notifies the traders about the created
CoinJoin transaction. (6) Sign signatures. After receiving a Coin-
Join transaction, if a trader agrees the transaction, she signs the
transaction and submit the signed transaction to the coordinator.
(7) Submit CoinJoin transactions. If a coordinator collects all
signatures from the traders in a CoinJoin transaction, they submits
this CoinJoin transaction to the system and notifies traders. If the
coordinator fails to collect all signatures within the specified time,
they inform traders of the coordination failure.

3.2 Implementation
We implemented three algorithms in [3]:

• Boggart. Boggart first checks if it needs to add some compen-
satory outputs. Then, according to the difference between origi-
nal outputs’ amounts, Boggart decomposes original/compensatory
outputs round by round until all original outputs are fully decom-
posed [3]. In the 𝑖𝑡ℎ round, Boggart obtains decomposed outputs
amount of 𝑜𝑣1 − 𝑜𝑣𝑖+1 from each original output except 𝑜𝑣𝑖+1.
When an original output’s amount is smaller than 𝑜𝑣1 − 𝑜𝑣𝑖+1,
Boggart obtains decomposed output from its compensatory out-
put. Figure 3 shows a running example of Boggart, where we
want to get a 1

3 -decomposition for {𝑜𝑜1, 𝑜𝑜2, 𝑜𝑜3, 𝑜𝑜4}. Boggart
first adds a compensatory output 𝑐𝑜3 for 𝑜𝑜3 and 𝑐𝑜4 for 𝑜𝑜4.
Since 𝑜𝑣1 − 𝑜𝑣2 = 20, Boggart tries to decompose each original
output except 𝑜𝑜2 by 20. However, since 𝑜𝑣3 = 𝑜𝑣4 = 7 < 20, Bog-
gart first obtains decomposed outputs amount of 7 from 𝑜𝑜1, 𝑜𝑜3,
and 𝑜𝑜4. Next, Boggart obtains decomposed outputs amount of
13 from 𝑜𝑜1, 𝑐𝑜3, and 𝑐𝑜4. Finally, Boggart obtains decomposed
outputs amount of 20 from each original/compensatory output.

• DG. DG adapts existing works (e.g., Dash [1]) to decompose
outputs into standard denominations (e.g., 1, 10) from the high-
est to the lowest. For each denomination 𝑥 , DG obtain 𝐷𝑂 ′,

the maximum amount of 𝑥 from each compensatory and orig-
inal output. If 𝐷𝑂 ′ and the remaining amounts both satisfy a
𝑐-decomposition, DG uses𝐷𝑂 ′ to decompose the remaining orig-
inal/compensatory outputs and turns to the next denomination;
otherwise, it tries the next denomination.

• DR. DR works like DG except that DR randomly sets 𝐷𝑂 ′.

3.3 Core Technique
Secure. Because coordinators only have the traders’ signatures for a
particular CoinJoin transaction plan, they cannot create a CoinJoin
transaction using a different plan (e.g., moving the traders’ funds
to the coordinator). Thus, the traders’ money are secure.
Anonymity.We have theoretically proved that the anonymity of
a 𝑐-decomposition is guaranteed in our prior work [3]. Since the
Coinjoin transaction by CMixing is a 𝑐-decomposition, Coinjoin
transactions by CMixing have anonymity guarantees.
Low transaction fees. CMixing employs an approximation algo-
rithm named Boggart, which is proposed in our prior work [3].
Boggart approximately minimizes the number of decomposed out-
puts in CoinJoin transactions, thereby reducing transaction fees.

4 DEMONSTRATION OVERVIEW
In our demonstration, attendees, acting as traders and coordinators,
interactively experience using CMixing to make CoinJoin trans-
actions. This interactive experience allows them to fully immerse
themselves in the benefits and advantages of CMixing. Suppose an
attendee Alice is a coordinator, and an attendee Bob is a trader.

Scenario 1. Manage the coordination service. Alice effec-
tively manages her coordination service using the coordinator inter-
face, as depicted in Figure 4. The interface provides easy access to
crucial information, like the allocated budget for the coordination
service. By utilizing the add and remove buttons, Alice can adjust
the budget according to her needs. Similarly, Alice also can adjust
her commission rate. The graph at the center top of the interface
shows the distribution of requests’ privacy requirements, providing
insights into privacy requirement patterns received by Alice. In
the top right corner of the interface, daily statistics summarize the
service’s performance, helping Alice understand the market and
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Figure 5: The Query Interface.

adjust her coordination service accordingly. At the bottom, a graph
shows important metrics like request frequency, generated plans,
and Alice’s earnings. These metrics give a full view of Alice’s service
performance, helping her track progress and find areas to improve.

Scenario 2. Send a request. Bob submits his ConJoin transac-
tion request using the request interface. Bob first enters the trans-
action amount and the privacy requirement. He then selects Alice
as the coordinator and sends her the request. Alice, upon receiving
the request, provides Bob with a CoinJoin transaction plan. After
confirming the plan is correct, Bob clicks “send transaction” to sign
and send it back to Alice.

Scenario 3. Query data. After submitting a transaction, Bob
uses the query interface to fetch the transaction details from the
blockchain, as shown in Figure 5. By entering the hash into the
input field at the top, Bob can initiate a search for the corresponding
transaction data. If the transaction exists, the interface will present
its specifics. The right-side middle section will provide information
regarding the number of outputs with varying amounts in the
transaction. Finally, in the bottom right corner, Bob can compute
the probability that a chosen output comes from a selected input,
allowing him to analyze the linkages between inputs and outputs for
a deeper understanding of the transaction’s anonymity.

5 CONCLUSION
Our demonstration introduces CMixing, a new platform for creat-
ing anonymous Coinjoin transactions on the blockchain. CMixing
makes CoinJoin transactions with guaranteed anonymity and mini-
mized transaction fees. Our demonstration allows the audience to
interactively explore how CMixing facilitates coin mixing and com-
pare the transaction fees using Boggart versus baseline algorithms.
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